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40. Conditions that could raise a security con-
cern and may be disqualifying include:

(a) Illegal or unauthorized entry into any
information technology system;

(b) Illegal or unauthorized modification de-
struction, manipulation or denial of access
to information residing on an information
technology system;

(¢) Removal (or use) of hardware, software,
or media from any information technology
system without authorization, when specifi-
cally prohibited by rules, procedures, guide-
lines or regulations;

(d) Introduction of hardware, software, or
media into any information technology sys-
tem without authorization, when specifically
prohibited by rules, procedures, guidelines or
regulations.

41. Conditions that could mitigate security
concerns include:

(a) The misuse was not recent or signifi-
cant;

(b) The conduct was unintentional or inad-
vertent;

(¢) The introduction or removal of media
was authorized;

(d) The misuse was an isolated event;

(e) The misuse was followed by a prompt,
good faith effort to correct the situation.

[66 FR 47067, Sept. 11, 2001]

Subpart B—Ciriteria and Proce-
dures for Establishment of the
Personnel Security Assurance
Program and Determinations
of an Individual’s Eligibility for
Access to a Personnel Secu-
rity Assurance Program Posi-
fion

SOURCE: 60 FR 20368, Apr. 25, 1995, unless
otherwise noted.

GENERAL PROVISIONS

§710.50 Purpose.

(a) This subpart establishes the poli-
cies and procedures for implementing
the Department of Energy (DOE) Per-
sonnel Security Assurance Program
(PSAP) for individuals in positions:

(1) Which afford direct access to or
have direct responsibility for transpor-
tation or protection of Category I
quantities of special nuclear materials
(SNM);

(2) Which afford unescorted access to
the control areas of a nuclear material
production reactor; or

10 CFR Ch. lll (1-1-02 Edition)

(3) With the potential for causing un-
acceptable damage to national secu-
rity.

(b) The DOE Personnel Security As-
surance Program is designed to estab-
lish the procedures for DOE and DOE
contractors to utilize in the selection
and continuing evaluation of individ-
uals for assignment to positions de-
scribed by paragraph (a) of this section.
Individuals selected for assignment to
such positions must be granted access
authorization in accordance with the
procedures and requirements set forth
in subparts A and B of this part.

§710.51 Scope.

The criteria and procedures estab-
lishing the Personnel Security Assur-
ance Program shall apply to:

(a) Those employees of, and appli-
cants for employment with, DOE who
either occupy or make application for
PSAP positions, as described by para-
graph (a) of §710.50.

(b) Those employees of, and appli-
cants for employment with, contrac-
tors and agents of the DOE who either
occupy or make application for PSAP
positions, as described by paragraph (a)
of §710.50.

§710.52 References.

(a) Atomic Energy Act of 1954, as
amended, section 11, ‘‘Definitions’’;
section 141, ‘“‘Policy’”’; section 143, ‘‘De-
partment of Defense Participation’;
section 145, ‘‘Restrictions’; section 161
b., ‘“General Provisions’; which pro-
vide statutory authority for estab-
lishing and implementing a DOE secu-
rity program for controlling access to
Restricted Data and special nuclear
material. Copies of selected provisions
appear as appendix A to subpart A of
this part.

(b) Executive Orders 10450, April 29,
1953, ‘‘Security Requirements for Gov-
ernment Employment,” 10865, Feb-
ruary 20, 1960, ‘‘Safeguarding Classified
Information Within Industry,” and
12564, September 15, 1986, ‘‘Drug-Free
Federal Workplace,” all as amended.

(c) 10 CFR part 707, “Workplace Sub-
stance Abuse Programs at DOE Sites,”
which requires DOE contractors to es-
tablish workplace substance abuse pre-
vention programs, including urine drug
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